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This book presents the current state of the literature on the fields of
homomorphic and searchable encryption, from both theoretical and
practical points of view. Homomorphic and searchable encryption are
still relatively novel and rapidly evolving areas and face practical
constraints in the contexts of large-scale cloud computing and big
data. Both encryption methods can be quantum-resistant if they use
the right mathematical techniques. In fact, many fully homomorphic
encryption schemes already use quantum-resistant techniques, such as
lattices or characteristics of polynomials – which is what motivated the
authors to present them in detail. On the one hand, the book highlights
the characteristics of each type of encryption, including methods,
security elements, security requirements, and the main types of attacks
that can occur. On the other, it includes practical cases and addresses
aspects like performance, limitations, etc. As cloud computing and big
data already represent the future in terms of storing, managing,
analyzing, and processing data, these processes need to be made as
secure as possible, and homomorphic and searchable encryption hold
huge potential to secure both the data involved and the processes
through which it passes. This book is intended for graduates,
professionals and researchers alike. Homomorphic and searchable
encryption involve advanced mathematical techniques; accordingly,
readers should have a basic background in number theory, abstract
algebra, lattice theory, and polynomial algebra.


