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Mitigation of PFCP Attacks in 5G Networks: Dynamic Defense through
Moving Target Defense and Honeynets -- Striking Back At Cobalt:
Using Network Traffic Metadata To Detect Cobalt Strike Masquerading
Command and Control Channels -- Towards Deterministic DDS
Communication for Secure Service-Oriented Software-Defined Vehicles
-- TSA-WF: Exploring the Effectiveness of Time Series Analysis for
Website Fingerprinting -- Generalized Encrypted Traffic Classification
Using Inter-Flow Signals. IoT and Embedded Systems Securit: SHIELD:
Scalable and Holistic Evaluation Framework for ML-Based 5G Jamming
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RED and Associated Security Risks -- Scrambling Compiler: Automated
and Unified Countermeasure for Profiled and Non-Profiled Side Channel
Attacks -- Leaky Batteries: A Novel Set of Side-Channel Attacks on
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Confidential Forecasting with Vertical Federated Learning -- Gradient
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This two-volume set LNCS 15992-15993 constitutes the proceedings

of the 20th International Conference on Availability, Reliability and
Security, ARES 2025, in Ghent, Belgium, during August 11-14, 2025.

The 34 full papers presented in this book together with 8 short papers
were carefully reviewed and selected from 186 submissions. They cover
topics such as: Privacy-Enhancing Technologies and Legal Compliance;
Network and Communication Security; loT and Embedded Systems
Security; Machine Learning and Privacy; Usable Security and Awareness;
System Security; Supply Chain Security, Malware and Forensics; and
Machine Learning and Security.



