
UNISA9965468208033161. Record Nr.

Titolo Ethical and Secure Computing [[electronic resource] ] : A Concise
Module / / by Joseph Migga Kizza

Pubbl/distr/stampa Cham : , : Springer International Publishing : , : Imprint : Springer, ,
2023

ISBN 3-031-31906-0

Descrizione fisica 1 online resource (343 pages)

Collana Undergraduate Topics in Computer Science, , 2197-1781

Disciplina 303.4834

Soggetti Computers and civilization
Data protection
Information technology - Moral and ethical aspects
Application software
Technology - Philosophy
Computers and Society
Data and Information Security
Information Ethics
Computer and Information Systems Applications
Philosophy of Technology

Lingua di pubblicazione Inglese

Formato

Edizione [3rd ed. 2023.]

Livello bibliografico

Nota di contenuto

Sommario/riassunto

1. Morality and the Law -- 2. Ethics and Ethical Analysis -- 3. Ethics
and the Professions -- 4. Anonymity, Security, Privacy, and Civil
Liberties -- 5. Intellectual Property Rights and Computer Technology --
6. Social Context of Computing -- 7. Software Issues: Risks and
Liabilities -- 8. Computer Crimes -- 9. Cyberbullying, Cyberstalking
and Cyber Harassment -- 10. Evolving Realities: Ethical and Secure
Computing in the New Technological Spaces -- 11. Ethical, Privacy and
Security Issues in Online Social Network Ecosystem -- 12.
Virtualization, Virtual Reality and Ethics -- 13. Evolving Cyberspace:
The Marriage of 5G and the Internet of Things (IoT) Technologies -- 14.
Metaverse, the Evolving Realities and Ethics.
This engaging textbook highlights the essential need for a strong
ethical framework when teaching or working in the computing,
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information, and engineering sciences. Thoroughly enhanced, the third
edition features revised chapters with new and updated content, as well
as a new chapter, Ethics and Social Responsibility in the Metaverse. The
book’s approach is candid and intended to ignite students’ and
professionals’ interest and active participation in discussions of
relevant current—and potential future—issues. Through thought-
provoking questions and case studies, readers are challenged to
consider the deep implications arising from use of rapidly evolving
computing technologies and ever-changing communication
ecosystems. Topics and features—including fully updated content:
Introduces a philosophical framework and tools for understanding and
analyzing ethics in personal, public, and professional spheres Includes
learning objectives, discussion questions and exercises Discusses the
security and ethical quagmire in the developing metaverse (NEW
chapter) Examines intellectual property rights, including risks and
liabilities associated with software Discusses such key social issues as
the digital divide, employee monitoring in the workplace, and risks to
physical and mental health Reviews the history of computer crime, and
the threat of digitally facilitated bullying, harassment, and
discrimination Considers ethical challenges arising from online social
networks, mobile telecommunication technologies, virtual reality, the
Internet of Things and 5G technologies This concise and accessible
textbook addresses the ethical issues important to all designers and
users of computer technologies. The text incorporates the latest
curricula requirements for undergraduate courses in computer science,
as well as offers invaluable insights into the likely social impacts and
legal challenges posed. Dr. Joseph Migga Kizza is Professor and Head,
Department of Computer Science and Engineering at the University of
Tennessee at Chattanooga, USA. He is author of the Springer titles
Ethical and Social Issues in the Information Age and Guide to Computer
Network Security.


