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Invited Paper -- Towards safety and security co-engineering.
Challenging aspects for a consistent intertwining -- Safety and Security
Interplay -- Understanding Common Automotive Security Issues and
their Implications -- SysML model transformation for safety and

security analysis -- The Challenge of Safety Tactics Synchronization for
Cooperative Systems (Short Paper) -- SAM: A Security Abstraction
Model for Automotive Software Systems -- Car Security -- CAN-FD-
Sec: Improving Security of CAN-FD Protocol -- INCANTA - INtrusion
detection in Controller Area Networks with Time-covert Authentication



Sommario/riassunto

-- Detection of Injection Attacks in Compressed CAN Traffic Logs --

Key Is In The Air: Hacking Remote Keyless Entry Systems (Short Paper)
-- Aviation Security -- Surveying Aviation Professionals on the Security
of the Air Traffic Control System -- On the Security of MIL-STD-1553
Communication Bus.

This book constitutes the thoroughly refereed post-conference
proceedings of the International Workshop on Interplay of Security,
Safety and System/Software Architecture, CSITS 2018, and the
International Workshop on Cyber Security for Intelligent Transportation
Systems, ISSA 2018, held in Barcelona, Spain, in September 2018, in
conjunction with the 23rd European Symposium on Research in
Computer Security, ESORICS 2018. The ISSA 2018 workshop received
10 submissions from which 3 full papers and 1 short paper were
accepted. They cover topics such as software security engineering,
domain-specific security and privacy architectures, and automative
security. In addition, an invited paper on safety and security co-
engineering intertwining is included. The CSITS 2018 workshop
received 9 submissions from which 5 full papers and 1 short paper
were accepted. The selected papers deal with car security and aviation
security. .



