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Access control and authentication -- Identity and trust management --
privacy and confidentiality management -- Information systems
security -- Security policies/legal issues.- Trust and privacy in mobile
and pervasive environments.

This book constitutes the refereed proceedings of the 10th

International Conference on Trust and Privacy in Digital Business,
TrustBus 2013, held in Prague, Czech Republic, in August 2013 in
conjunction with DEXA 2013. The 16 revised full papers presented were
carefully reviewed and selected from numerous submissions. The
papers are organized in the following topical sections: access control
and authentication; identity and trust management; privacy and
confidentiality management; information systems security; security
policies/legal issues; and trust and privacy in mobile and pervasive
environments.
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Invited Talk -- Getting a Few Things Right and Many Things Wrong --
Security of RSA and Multivariate Schemes -- Partial Key Exposure
Attack on RSA — Improvements for Limited Lattice Dimensions --
Towards Provable Security of the Unbalanced Oil and Vinegar Signature
Scheme under Direct Attacks -- CyclicRainbow — A Multivariate
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Pseudorandom Permutations and Applications -- Combined Security
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Handling Multiple Election Methods with a Unified Interface -- Invited
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Functions -- Cryptanalysis of Tav-128 Hash Function -- Near-
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-- Greedy Distinguishers and Nonrandomness Detectors -- Fast
Cryptographic Computation -- Polynomial Multiplication over Binary
Fields Using Charlier Polynomial Representation with Low Space
Complexity -- Random Euclidean Addition Chain Generation and Its
Application to Point Multiplication -- Cryptanalysis of AES -- Attack on

a Higher-Order Masking of the AES Based on Homographic Functions
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The LNCS series reports state-of-the-art results in computer science
research, development, and education, at a high level and in both
printed and electronic form. Enjoying tight cooperation with the R & D
community, with numerous individuals, as well as with prestigious
organizations and societies, LNCS has grown into the most
comprehensive computer science research forum available. The scope
of LNCS, including its subseries LNAI and LNBI, spans the whole range
of computer science and information technology including
interdisciplinary topics in a variety of application fields. The type of
material published traditionally includes proceedings (published in time
for the respective conference) post-proceedings (consisting of
thoroughly revised final full papers) research monographs (which may
be based on outstanding PhD work, research projects, technical
reports, etc.) More recently, several color-cover sublines have been
added featuring, beyond a collection of papers, various added-value
components; these sublines include tutorials (textbook-like
monographs or collections of lectures given at advanced courses)
state-of-the-art surveys (offering complete and mediated coverage of a
topic) hot topics (introducing emergent topics to the broader
community) Book jacket.



