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Frontmatter -- FOREWORD -- Cyber Troops, Online Manipulation of

Public Opinion and Co-optation of Indonesia’s Cybersphere. EXECUTIVE

SUMMARY -- Cyber Troops, Online Manipulation of Public Opinion and
Co-optation of Indonesia’s Cybersphere -- THE CO-OPTATION OF
CYBERSPACE AS AUTHORITARIAN INNOVATION

Organized propaganda and public opinion manipulation are increasing
in Indonesia's cybersphere. Specifically, since 2019, there has been a
marked rise of cyber troop campaigns that serve to mobilize public
consensus for controversial government policies. Cyber troop
operations played a crucial role in three controversial events in which
public opinion had been initially critical of the government policy at
issue. These were: (a) the revision of the Law on the Corruption
Eradication Commission in September 2019; (b) the launch of the New
Normal policy during the COVID-19 pandemic in May 2020; and (c) the
passing of the Omnibus Law for Job Creation in October 2020. In all
three cases, there is clear evidence of cyber troops manipulating public
opinion in support of government policy. In all three cases, the cyber
troops manufactured consent by flooding social media with narratives
that promoted the governing elite's agenda, often using deceptive
messages and disinformation that were amplified by numerous 'buzzer'



and 'bot' accounts. Thereby they effectively drowned out oppositional
discourses on social media and neutralized dissent, especially as
mainstream media simultaneously echoed the cyber troops' narratives.
The ever more systematic use of cyber troops indicates increasing co-
optation of Indonesia's cybersphere for elite interests. This threatens to
undermine the quality of public debate and democracy in Indonesia
because cyber troop operations not only feed public opinion with
disinformation but also prevent citizens from scrutinizing and
evaluating the governing elite's behaviour and policy-making
processes, which further exacerbates Indonesia's ongoing democratic
regression.



