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Chapter 1. The Digital Construction Industry -- Chapter 2. The Digital
Information Management in Construction -- Chapter 3. Cybersecurity
Standards -- Chapter 4. Digital Information Infrastructures Security --
Chapter 5. Cybersecurity Challenges for Smart Buildings -- Chapter 6.
Adapted Cybersecurity Risk Analysis, Assessment, and Mitigation
Framework for Smart Buildings -- Chapter 7. Cybersecurity Challenges
and Emerging Trends in Construction Industry -- Chapter 8.
Conclusion.

This book offers a comprehensive overview of buildings’ digital
information security, focusing on various phases of building projects



and their associated challenges. It covers digitalization in the industry,
emphasizing security and privacy concerns. The book explores various
phases of construction projects, including design, construction, and
operation from a digital information perspective, information security
vulnerabilities, impacts, and mitigation measures. Additionally, it
discusses the tools and platforms to support digitalization and will
review them from the information security point of view. The book also
addresses existing security platforms/devices for households and
analyzes their affordability and viability. In its last section, the book
discusses the applicability and challenges of the current security
solutions for complex buildings. The book will appeal to IT and
construction professionals wanting to learn more about cybersecurity in
this industry.



