1. Record Nr. UNINA9911008413803321

Autore Newcombe Lee

Titolo Securing Cloud Services - A pragmatic approach, second edition / /
Newcombe, Lee

Pubbl/distr/stampa IT Governance Publishing, , 2020

ISBN 9781787782075
1787782077

Edizione [2nd edition]

Descrizione fisica 1 online resource (453 pages)

Soggetti Cloud computing - Security measures

Computer security
Web services - Security measures

Lingua di pubblicazione Inglese

Formato Materiale a stampa

Livello bibliografico Monografia

Nota di bibliografia Includes bibliographical references.

Nota di contenuto Cover -- Title -- Copyright -- Preface -- About the Author --

Acknowledgements -- Contents -- Part 1: Securing Cloud services —
setting the scene -- Introduction -- Chapter 1: Introduction to Cloud
computing --  Cloud computing -- Chapter 2: Overview of existing
Cloud taxonomies and models --  Service models -- Deployment
models --  Hybrid Cloud -- Chapter 3: The security balance --
Security benefits --  Data centre security --  Improved resilience --
Improved security patching --  Automation and DevSecOps --
Security expertise --  Knowledge sharing and situational awareness
-- Improved information sharing mechanisms -- Renewal of
security architecture and segmentation --  Potential pitfalls --
Availability --  Shadow IT --  Information leakage --  Lock-in

Sommario/riassunto Securing Cloud Services — A pragmatic guide gives an overview of
security architecture processes and explains how they may be used to
derive an appropriate set of security controls to manage the risks
associated with working in the Cloud. Manage the risks associated with
Cloud computing.



