
UNINA99110065176033211. Record Nr.

Titolo Cybersecurity in Emerging Healthcare Systems

Pubbl/distr/stampa Stevenage : , : Institution of Engineering & Technology, , 2024
©2024

ISBN 1-83724-345-X
1-5231-6328-3
1-83953-952-6

Descrizione fisica 1 online resource (660 pages)

Collana Healthcare Technologies Series

Altri autori (Persone) MeshramChandrashekhar
AwotundeJoseph Bamidele
FarhaouiYousef
oinh Thuan

Disciplina 610.28558

Soggetti Computer security
Data protection

Lingua di pubblicazione Inglese

Formato

Edizione [1st ed.]

Livello bibliografico

Nota di contenuto Contents -- Preface -- About the editors -- 1. An overview of
cybersecurity in emerging healthcare systems | Daniel Dauda Wisdom
and Olufunke Rebecca Vincent -- 2. Cybersecurity in the Internet of
Medical Things for healthcare applications | Hawau I. Olagunju,
Emmanuel Alozie, Agbotiname Lucky Imoize, Nasir Faruk, Salisu Garba
and Bashir Abdullahi Baba -- 3. Adaptive cybersecurity: AI-driven
threat intelligence in healthcare systems | Oleksandr Kuznetsov,
Emanuele Frontoni, Natalia Kryvinska, Dmytro Prokopovych-Tkachenko
and Boris Khruskov -- 4. Emerging trends in cybersecurity applications
in healthcare systems | Kassim Kalinaki, Rufai Yusuf Zakari and Wasswa
Shafik -- 5. Convolutional neural networks enabling the Internet of
Medical Things: security implications, prospects, and challenges | Peace
Busola Falola, Joseph Bamidele Awotunde, Abidemi Emmanuel Adeniyi
and Agbotiname Lucky Imoize -- 6. Deadly cybersecurity threats in
emerging healthcare systems | Promise Elechi, Kingsley Eyiogwu Onu
and Nne Rena Saturday -- 7. Artificial intelligence for secured
cybersecurity in emerging healthcare systems | Abdulwaheed Musa and

Autore Imoize Agbotiname Lucky

Materiale a stampa

Monografia



Sommario/riassunto

Abdulhakeem Oladele Abdulfatai -- 8. Deep based anomalies detection
in emerging healthcare system | Babu Kaji Baniya and Thomas Rush --
9. Smart contracts for automated compliance in healthcare
cybersecurity | Oleksandr Kuznetsov, Emanuele Frontoni, Natalia
Kryvinska, Oleksii Smirnov and Andrii Hrebeniuk -- 10. Cybersecurity
computing in modern healthcare systems | Lateef Adesola Akinyemi,
Ernest Mnkandla and Mbuyu Sumbwanyambe -- 11. Blockchain for
secured cybersecurity in emerging healthcare systems | Abidemi
Emmanuel Adeniyi, Rasheed Gbenga Jimoh, Joseph Bamidele Awotunde,
Halleluyah Oluwatobi Aworinde, Peace Busola Falola and Deborah
Olufemi Ninan -- 12. The ethics of cybersecurity in emerging
healthcare systems | Abubakar Aliyu, Emeka Ogbuju, Agbotiname Lucky
Imoize, Ovye John Abari, Musa Muhammad Kunya, Godwin Sani,
Folashade Aminat Salaudeen and Francisca Oladipo -- 13. Examining
the complex interactions between cybersecurity and ethics in emerging
healthcare systems | Richard Govada Joshua and Agbotiname Lucky
Imoize -- 14. Securing modern insulin pumps with iCGM system:
protecting patients from cyber threats in diabetes management |
Lavanya Mandava, Husam Ghazaleh and Guilin Zhao -- 15. Artificial
intelligence and machine learning for DNS traffic anomaly detection in
modern healthcare systems | Sarafudheen Muzaliamveettil Tharayil,
Abdullah Saeed Al-Ahmari, Abdallah Mohammad Baabdallah and Uma
Madesh -- 16. Harnessing edge computing for real-time cybersecurity
in healthcare systems | Oleksandr Kuznetsov, Emanuele Frontoni,
Natalia Kryvinska, Sarychev Volodymyr and Tetiana Smirnova -- 17.
Enhancing healthcare data security: an intrusion detection system for
web applications with SVM and decision tree algorithms | Micheal
Olaolu Arowolo, Ominini Adango Jaja, Oluwatosin Faith Adeniyi, Prisca
Olawoye, Oluwatomilola Babajide, Happiness Eric Aigbogun and
Mukhtar Damola Salawu -- 18. Legal and regulatory policies for
cybersecurity and information assurance in emerging healthcare
systems | Abdulwaheed Musa and Segun Ezekiel Jacob -- 19. Federated
learning for enhanced cybersecurity in modern digital healthcare
systems | Rufai Yusuf Zakari, Kassim Kalinaki, Zaharaddeen Karami
Lawal and Najib Abdulrazak -- 20. Directed acyclic graph-based
blockchains for enhanced cybersecurity in the Internet of Medical
Things | Abubakar Aliyu, Abubakar Aminu Mu’azu and Aminu Adamu
-- 21. Detection and mitigation of cyber attacks in healthcare systems |
Adeyemo Adetoye, Abiodun Adeyinka, Abidemi Emmanuel Adeniyi,
Ozichi Nweke Emuoyibofarhe, Olanloye Odunayo and Chinecherem
Umezuruike -- 22. Cybersecurity concerns and risks in emerging
healthcare systems | Ozichi Nweke Emuoyibofarhe, Adetoye Adeyemo,
Dauda Odunayo Olanloye, Abidemi Emmanuel Adeniyi and Christian O.
Osueke -- Index
This edited book presents various cyber security risks and vulnerability
models of different healthcare systems and discusses how the
application of artificial intelligence and machine learning-based
solutions may help to address cyberattacks in these emerging systems.


