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Contents: Introduction: The complex relationship between advanced
technology, security and rights -- Part I: Technology as a 'terrorist tool'
-- 1. The use of technology in terrorist activities in the 'real digital
world' -- 2. The use of technology in terrorist activities in the 'real
digital world' a final overview on technology as a terrorist tool --
Appendix to Part I: A taxonomy of the terrorist use of technology --
Part Il: Technology as a "counter-terrorism tool" a general introductory
overview: technology as a tool to respond to terrorism -- 3. ldentifying
the threat: Surveillance through the collection and retention of
metadata -- 4. Identifying the threat by scanning the web: The flagging
and removal of terrorist content -- 5. Identifying the threat by relying
on biometric data -- 6. 'Chasing' the terrorist threat: Technologies for
'personalised’ surveillance -- 7. Technology and counter-terrorism:
Shaping the public opinion a final overview on technology as a counter-
terrorism tool -- Appendix to Part Il -- Conclusions: Artificial
intelligence in the field of security - rule of law concerns, regulatory
challenges and geopolitical impact.

"This insightful book examines the use of advanced technology,
specifically artificial intelligence (Al), both as a tool in the hands of
terrorists and as a powerful security counter-measure. It sheds light on
the legal issues arising from the presence of Al in national security
matters and identifies how Al can be regulated in this sensitive field.
Arianna Vedaschi and Chiara Graziani illustrate the importance of
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safeguarding human rights while utilising advanced counter-terrorism
tools and analyse the consequent legal challenges posed by Al.
Adopting a comparative legal perspective, this book provides a
comprehensive overview of counter-terrorism in Western democracies
and advocates for a regulatory framework on the use of Al in national
security. This book is an essential resource for scholars and students of
comparative law, constitutional and administrative law, global and
transnational law and terrorism and security law. Judicial and human
rights practitioners will also benefit from this volume"--
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Als Tag der Terroranschlage auf New York und Washington ist der 11.
September 2001 unvergessen. Aber war 9/11 ,ein Tag, der die Welt
veranderte*? Die Autorlnnen hinterfragen bisherige historische und
politologische Einordnungsversuche und zeichnen die Entwicklungen
bis zum Sommer 2015 nach, um neue Forschungsdiskussionen
anzustof3en und die transatlantischen Dimensionen des 11. September



aufzuzeigen. Zeitenwende 9/117 strebt eine transatlantische Bilanz
knapp anderthalb Dekaden nach den Ereignissen an. Es wird
untersucht, welche historische Bedeutung das Datum 11. September in
vergleichender transnationaler und multidisziplinérer Perspektive hat.
Die Autoren bieten Antworten an auf die Frage, ob die Geschehnisse
dieses Tages in der Innen- und AuRRenpolitik, aber auch der
Medienlandschaft Europas und der USA so tiefgreifende
Wandlungsprozesse angestof3en haben, dass man von einer
LZeitenwende" sprechen kann.



