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Polymorphic worm attacks are considered one of the top threats to
Internet security. They can be used to delay networks, steal
information, delete information, and launch flooding attacks against
servers. This book supplies unprecedented coverage of how to
generate automated signatures for unknown polymorphic worms.
Describing attack detection approaches and automated signature
generation systems, the book details the design of double-honeynet
systems and the experimental investigation of double-honeynet
systems. It also discusses experimental implementation of signature-
generation algorithms. --



A computer worm is a kind of malicious program that self-replicates
automatically and quickly to compromise the security of a computer
network. A polymorphic worm is able to change its payload in every
infection attempt thereby forcing constant changes to ward off the
attacks. Whenever a novel worm is detected in the Internet, the
common approach is that the experts from security community analyze
the worm code manually and produce a signature. The alternative
approach is to find a way to automatically generate signatures that are
relatively faster to generate and are of acceptable good quality. This
book focuses on how we can automatically generate signatures for
unknown polymorphic worms--



