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This book is your comprehensive guide to Windows forensics. It covers



the process of conducting or performing a forensic investigation of
systems that run on Windows operating systems. It also includes
analysis of incident response, recovery, and auditing of equipment

used in executing any criminal activity. The book covers Windows
registry, architecture, and systems as well as forensic techniques, along
with coverage of how to write reports, legal standards, and how to
testify. It starts with an introduction to Windows followed by forensic
concepts and methods of creating forensic images. You will learn
Windows file artefacts along with Windows Registry and Windows
Memory forensics. And you will learn to work with PowerShell scripting
for forensic applications and Windows email forensics. Microsoft Azure
and cloud forensics are discussed and you will learn how to extract
from the cloud. By the end of the book you will know data-hiding
techniques in Windows and learn about volatility and a Windows
Registry cheat sheet. What Will You Learn Understand Windows
architecture Recover deleted files from Windows and the recycle bin Use
volatility and PassMark volatility workbench Utilize Windows PowerShell
scripting for forensic applications.



