1. Record Nr.

Autore
Titolo

Pubbl/distr/stampa
ISBN

Edizione
Descrizione fisica

Collana

Altri autori (Persone)

Disciplina
Soggetti

Lingua di pubblicazione
Formato

Livello bibliografico

Nota di contenuto

Sommario/riassunto

UNINA9910841854903321
El Madhoun Nour
Building Cybersecurity Applications with Blockchain and Smart

Contracts / / edited by Nour EI Madhoun, loanna Dionysiou, Emmanuel
Bertin

Cham :, : Springer Nature Switzerland : , : Imprint : Springer, , 2024

9783031507335
3031507339

[1st ed. 2024.]
1 online resource (191 pages)
Signals and Communication Technology, , 1860-4870

Dionysiouloanna
BertinEmmanuel

621.382

Telecommunication

Blockchains (Databases)

Data protection

Communications Engineering, Networks
Blockchain

Data and Information Security

Inglese
Materiale a stampa
Monografia

Introduction -- Utilizing Blockchain for Safeguarding loT-Based Robotic
Networks from Spoofing Attacks -- Blockchain-Integrated Zero-
Knowledge Proof Identity System for Enhanced E-Government Services
-- A Blockchain-Enabled Serverless Security Mechanism for loT-based
Drones -- Protecting the Decentralized Future -- Data Protection
Challenges in Distributed Ledger Technologies -- Solutions to Data
Protection Challenges in Distributed Ledger Technologies --
Conclusion.

This book offers an in-depth exploration of the application of
blockchain and smart contract technologies in the field of
cybersecurity. It begins by defining the fundamentals of cybersecurity
in the context of blockchain and smart contracts, and then moves on to
the world of e-government services, describing how blockchain can
enhance the security of these services. The book also explores how
blockchain can secure the Internet of Things (loT), focusing on



applications such as securing drones and protecting robotic networks.
The importance of scalability in distributed replication systems is also
discussed, with a particular focus on sharding. Finally, the book looks
at the challenges of data protection in distributed ledger and
blockchain technologies, providing both an analysis of the problems
and solutions. Written by academic researchers and industry experts,
this book offers a comprehensive and nuanced perspective on the
transformational potential of blockchain and smart contracts in the
field of cybersecurity. Provides a detailed exploration of employing
blockchain and smart contract technologies for cybersecurity purposes;
Presents how blockchain technology can enhance the security of e-
government services and the Internet of Things (loT); Examines data
protection challenges/solutions in distributed ledger and blockchain
technologies.



