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Public key cryptography was introduced by Diffie and Hellman in 1976,
and it was soon followed by concrete instantiations of public-key
encryption and signatures; these led to an entirely new field of research
with formal definitions and security models. Since then, impressive
tools have been developed with seemingly magical properties,
including those that exploit the rich structure of pairings on elliptic
curves. Asymmetric Cryptography starts by presenting encryption and
signatures, the basic primitives in public-key cryptography. It goes on
to explain the notion of provable security, which formally defines what
"secure" means in terms of a cryptographic scheme. A selection of
famous families of protocols are then described, including zero-
knowledge proofs, multi-party computation and key exchange. After a
general introduction to pairing-based cryptography, this book presents
advanced cryptographic schemes for confidentiality and authentication
with additional properties such as anonymous signatures and multi-
recipient encryption schemes. Finally, it details the more recent topic of
verifiable computation.


