1. Record Nr. UNINA9910821004703321

Titolo Electronic crime scene investigation / / David E. Learner, editor
Pubbl/distr/stampa New York, : Nova Science, c2009

ISBN 1-60876-493-1

Edizione [1st ed.]

Descrizione fisica 1 online resource (212 p.)

Altri autori (Persone) LearnerDavid E

Disciplina 345.7306

Soggetti Evidence, Criminal - United States

Electronics in criminal investigation - United States
Crime scene searches - United States

Lingua di pubblicazione Inglese

Formato Materiale a stampa

Livello bibliografico Monografia

Note generali Description based upon print version of record.

Nota di bibliografia Includes bibliographical references (p. 165-191) and index.

Nota di contenuto Intro -- Electronic Crime Scene Investigation -- Contents -- Preface --

Electronic Crime Scene Investigation: A Guide for First Responders --
Introduction -- Electronic Devices: Types, Description, and Potential
Evidence -- Investigative Tools and Equipment -- Securing and
Evaluating the Scene -- Documenting the Scene -- Evidence Collection
-- Packaging, Transportation, and Storage of Digital Evidence --
Electronic Crime and Digital Evidence Considerations by Crime Category
-- Child Abuse or Exploitation -- Computer Intrusion -- Counterfeiting

-- Death Investigation -- Domestic Violence, Threats, and Extortion --
E-Mail Threats, Harassment, and Stalking -- Gambling -- Identity Theft
-- Narcaotics -- Online or Economic Fraud -- Prostitution -- Software
Privacy -- Telecommunication Fraud -- Terrorism (Homeland Security)
-- Glossary -- Investigations Involving the Internet and Computer
Networks -- Summary -- Technical Working Group for the Investigation
of High Technology Crimes -- Introduction and Investigative Issues --
Tracing an Internet Address to a Source -- Investigations Involving E-
Malil -- Investigations Involving Websites -- Investigations Involving
Instant Message Services, Chat Rooms, and IRC -- Investigations
Involving File Sharing Networks -- Investigations of Network
Intrusion/Denial of Service -- Investigations Involving Bulletin Boards,
Message Boardsm Listservs, and Newsgroups -- Legal Issues --
Appendix A. Glossary -- Appendix B. Domain Name Extensions --



Appendix C. Accessing Detailed Headers in E-Mail Messages --
Appendix D. File Sharing Investigative Suggeswted Checklist --
Appendix E. Sample Subpoenas and Reports -- Appendix F. Examples
of Potential Sources of Evidence in Network Investigations (May Be
Applied to Other Investigations) -- Appendix G. Sample Language for
Preservation Request Letters Under 18 U.S.C. 2703 (F).

Appendix H. Sample Language for 2703 (D) Court Order and
Application -- Appendix I. Technical Resources List -- Appendix J.
Legal Resources List -- Appendix K. List of Organizations -- Index.



