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Describes Information Hiding in communication networks, and
highlights their important issues, challenges, trends, and applications.
This book provides the fundamental concepts, terminology, and
classifications of information hiding in communication networks along
with its historical background. Information Hiding In Communication
Networks: Fundamentals, Mechanisms, Applications, and
Countermeasures begins with introducing data concealment methods
and their evolution. Chapter two discusses the existing terminology
and describes the model for hidden communication and related
communication scenarios. Chapters three to five present the main
classes of information hiding in communication networks accompanied
by a discussion of their robustness and undetectability. The book
concludes with a discussion of potential countermeasures against
information hiding techniques, which includes different types of
mechanisms for the detection, limitation and prevention of covert
communication channels. . Highlights development trends and
potential future directions of Information Hiding. Introduces a new
classification and taxonomy for modern data hiding techniques.
Presents different types of network steganography mechanisms.
Introduces several example applications of information hiding in
communication networks including some recent covert communication
techniques in popular Internet services This book is intended for
academics, graduate students, professionals, and researchers working
in the fields of network security, networking, and communications.
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