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Sommario/riassunto Testing web security is best done through simulating an attack. Kali
Linux lets you do this to professional standards and this is the book
you need to be fully up-to-speed with this powerful open-source
toolkit. Learn key reconnaissance concepts needed as a penetration
tester Attack and exploit key features, authentication, and sessions on
web applications Learn how to protect systems, write reports, and sell
web penetration testing services In Detail Kali Linux is built for
professional penetration testing and security auditing. It is the next-
generation of BackTrack, the most popular open-source penetration
toolkit in the world. Readers will learn how to think like real attackers,
exploit systems, and expose vulnerabilities. Even though web
applications are developed in a very secure environment and have an
intrusion detection system and firewall in place to detect and prevent
any malicious activity, open ports are a pre-requisite for conducting
online business. These ports serve as an open door for attackers to
attack these applications. As a result, penetration testing becomes
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essential to test the integrity of web-applications. Web Penetration
Testing with Kali Linux is a hands-on guide that will give you step-by-
step methods on finding vulnerabilities and exploiting web
applications. "Web Penetration Testing with Kali Linux" looks at the
aspects of web penetration testing from the mind of an attacker. It
provides real-world, practical step-by-step instructions on how to
perform web penetration testing exercises. You will learn how to use
network reconnaissance to pick your targets and gather information.
Then, you will use server-side attacks to expose vulnerabilities in web
servers and their applications. Client attacks will exploit the way end
users use web applications and their workstations. You will also learn
how to use open source tools to write reports and get tips on how to
sell penetration tests and look out for common pitfalls. On the
completion of this book, you will have the skills needed to use Kali
Linux for web penetration tests and expose vulnerabilities on web
applications and clients that access them.
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Nota di contenuto

Sommario/riassunto

Chapter 1: IoT Vulnerabilities -- Chapter 2: Classifying and Modeling
IoT Behavior -- Chapter 3: Raspberry Pi Configuration and
PackerRecorder.py Enhancements -- Chapter 4: Raspberry Pi as a
Sensor -- Chapter 5: Operating the Raspberry Pi Sensor  -- Chapter 6:
Adding Finishing Touches -- Chapter 7: Future Considerations --
Appendix: Obtaining the Python Source Code -- Glossary -- .
Apply a methodology and practical solutions for monitoring the
behavior of the Internet of Things (IoT), industrial control systems (ICS),
and other critical network devices with the inexpensive Raspberry Pi.
With this book, you will master passive monitoring and detection of
aberrant behavior, and learn how to generate early indications and
warning of attacks targeting IoT, ICS, and other critical network
resources. Defending IoT Infrastructures with the Raspberry Pi provides
techniques and scripts for the discovery of dangerous data leakage
events emanating from IoT devices. Using Raspbian Linux and
specialized Python scripts, the book walks through the steps necessary
to monitor, detect, and respond to attacks targeting IoT devices. There
are several books that cover IoT, IoT security, Raspberry Pi, and Python
separately, but this book is the first of its kind to put them all together.
It takes a practical approach, providing an entry point and level playing
field for a wide range of individuals, small companies, researchers,
academics, students, and hobbyists to participate. What You’ll Learn:
Create a secure, operational Raspberry Pi IoT sensor Configure and
train the sensor using “normal” IoT behavior Establish analytics for
detecting aberrant activities Generate real-time alerts to preempt
attacks Identify and report data-leakage events originating from IoT
devices Develop custom Python applications for cybersecurity.
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Die Außengrenzen sind zu einem umkämpften Raum der EU-Politik
zwischen Grenzkontrollen und Flüchtlingsrechten geworden. Silja Klepp
stellt diese Aushandlungskämpfe in einer Ethnographie der Seegrenze
dar. Forschungsreisen entlang der Küsten von Libyen, Italien und Malta
verbinden sich zu einem einzigartig dichten Blick auf die Zwänge und
Handlungslogiken der Akteure im Grenzraum. Auf der Spur der
Flüchtlinge von Süden nach Norden werden die Lage der Migrantinnen
in Libyen, die Grenzschutzagentur Frontex und die Verhältnisse auf See
sowie schließlich Haftzentren und andere Grenzeinrichtungen in den
Ankunftsorten Malta und Süditalien illustriert und auf die europäische
Politik rückbezogen.Eine intensive Perspektive auf einen umstrittenen
Teil der europäischen Außenpolitik.
»Ein wichtiges Buch.«
»Ein beachtlicher Beitrag zu einem komplexen Thema.«
»Eine sachkundige und zugleich lebendige Reise an die Südgrenzen
Europas.«
»Ausgezeichnet. Mit der [Studie] hat Klepp Maßstäbe gesetzt.«
Besprochen in:Medienspiegel Deutsch-Maghrebinische Gesellschaft, 11
(2011)Wort und Antwort, 53/1 (2012), Ulrich EngelDie Brücke, 159/1
(2012)Portal für Politikwissenschaft, 3 (2012), Sabine Steppatterra
cognita, 20 (2012)
»Da [die] Arbeit nicht nur als Empfehlung für politische Entscheidungen
wertvoll ist, sondern auch grundsätzliche methodische und analytische
Einsichten enthält, kann sie nicht nur von Ethnologinnen und
Ethnologen gewinnbringend gelesen werden.«
»Diese Arbeit geht, obwohl sie vom Geschehen an fernen
Außengrenzen der EU handelt, durchaus auch den deutschen Leser an
und sei ihm/ihr empfohlen.«
»Eine [...] Arbeit, die sowohl die politischen Probleme der Mittelmeer-
Migration als auch die Lage der Migranten lebendig beschreibt.«


