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In the last few years we have all become daily users of Internet banking,
social networks and cloud services. Preventing malfunctions in these
services and protecting the integrity of private data from cyber attack
are both current preoccupations of society at large. While modern
technologies have dramatically improved the quality of software, the
computer science community continues to address the problems of
security by developing a theory of formal verification; a body of
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methodologies, algorithms and software tools for finding and
eliminating bugs and security hazards. This book presents lectures
delivered at the NATO Advanced Study Institute (ASI) School
Marktoberdorf 2015 – ‘Verification and Synthesis of Correct and Secure
Systems'. During this two-week summer school, held in Marktoberdorf,
Germany, in August 2015, the lecturers provided a comprehensive view
of the current state-of-the-art in a large variety of subjects, including:
models and techniques for analyzing security protocols; parameterized
verification; synthesis of reactive systems; software model checking;
composition checking; programming by examples; verification of
current software; two-player zero-sum games played on graphs;
software security by information flow; equivalents – combinatorics; and
analysis of synthesis with 'Big Code'. The Marktoberdorf ASIs have
become a high-level scientific nucleus of the international scientific
network on formal methods, and one of the major international
computer science summer schools. This book will be of interest to all
those seeking an overview of current theories and applications in
formal verification and security.


