
UNISA9964645133033161. Record Nr.

Titolo Preparing for Digital Disruption

Pubbl/distr/stampa Springer Nature, 2021
Cham : , : Springer International Publishing AG, , 2021
©2021

ISBN 3-030-77838-X

Descrizione fisica 1 online resource (85 pages)

Collana Research for Policy

Altri autori (Persone) PrinsCorien <1961->
PasschierReijer

Soggetti Computer security
Information technology: general issues
International relations
Crime & criminology
Public administration

Lingua di pubblicazione Inglese

Formato

Livello bibliografico

Sommario/riassunto This open access book offers an analysis of why preparations for digital
disruption should become a stated goal of security policy and policies
that aim to safeguard the continuity of critical infrastructure. The
increasing use of digital technology implies new and significant
vulnerabilities for our society. However, it is striking that almost all
cyber-security measures taken by governments, international bodies
and other major players are aimed at preventing incidents. But there is
no such thing as total digital security. Whether inside or outside the
digital domain, incidents can and will occur and may lead to disruption.
While a raft of provisions, crisis contingency plans and legal regulations
are in place to deal with the possibility of incidents in the ‘real world’,
no equivalence exists for the digital domain and digital disruption.
Hence, this book uniquely discusses several specific policy measures
government and businesses should take in order to be better prepared
to deal with a digital disruption and prevent further escalation.
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