
UNINA99107815264033211. Record Nr.

Titolo Cybersecurity for industrial control systems : SCADA, DCS, PLC, HMI,
and SIS / / Tyson Macaulay and Bryan Singer

Pubbl/distr/stampa Boca Raton : , : CRC Press, , 2012

ISBN 1-4665-1611-9
0-429-16380-0
1-4665-1610-0
1-283-59637-7
9786613908827
1-4398-0198-3

Descrizione fisica 1 online resource (330 p.)

Altri autori (Persone) SingerBryan

Disciplina 658.4/78

Soggetti Process control - Security measures
Automatic machinery - Security measures
Computer security

Lingua di pubblicazione Inglese

Formato

Edizione [1st edition]

Livello bibliografico

Note generali An Auerbach book.

Nota di bibliografia

Nota di contenuto

Includes bibliographical references.

Sommario/riassunto

Cover; Title Page; Copyright; Contents; AUTHORS; CHAPTER 1:
INTRODUCTION; CHAPTER 2: THREATS TO ICS; CHAPTER 3: ICS
VULNERABILITIES; CHAPTER 4: RISK ASSESSMENT TECHNIQUES;
CHAPTER 5: WHAT IS NEXT IN ICS SECURITY?; INDEX
As industrial control systems (ICS), including SCADA, DCS, and other
process control networks, become Internet-facing, they expose crucial
services to attack. Threats like Duqu, a sophisticated worm found in the
wild that appeared to share portions of its code with the Stuxnet worm,
emerge with increasing frequency. Explaining how to develop and
implement an effective cybersecurity program for ICS, Cybersecurity for
Industrial Control Systems: SCADA, DCS, PLC, HMI, and SIS provides you
with the tools to ensure network security without sacrificing the
efficienc
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