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The new US National Cyber Strategy points to Russia, China, North
Korea and Iran as the main international actors responsible for
launching malicious cyber and information warfare campaigns against
Western interests and democratic processes. Washington made clear its
intention of scaling the response to the magnitude of the threat, while
actively pursuing the goal of an open, secure and global Internet.The
first Report of the ISPI Centre on Cybersecurity focuses on the
behaviour of these "usual suspects"”, investigates the security risks
implicit in the mounting international confrontation in cyberspace, and
highlights the current irreconcilable political cleavage between these
four countries and the West in their respective approaches "in and
around" cyberspace.



