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The rapid growth and reliance on cyber systems have permeated our
society, government, and military which is demonstrated in this book.
The authors discuss how AI-powered cyber systems are designed to
protect against cyber threats and ensure the security and reliability of
digital systems using artificial intelligence (AI) technologies. As AI
becomes more integrated into various aspects of our lives, the need for
reliable and trustworthy AI systems becomes increasingly important.
This book is an introduction to all of the above-mentioned areas in the
context of AI Embedded Assurance for Cyber Systems. This book has
three themes. First, the AI/ML for digital forensics theme focuses on
developing AI and ML powered forensic tools, techniques, software, and
hardware. Second, the AI/ML for cyber physical system theme describes
that AI/ML plays an enabling role to boost the development of cyber
physical systems (CPS), especially in strengthening the security and
privacy ofCPS. Third, the AI/ML for cyber analysis theme focuses on
using AI/ML to analyze tons of data in a timely manner and identify
many complex threat patterns. This book is designed for
undergraduates, graduate students in computer science and
researchers in an interdisciplinary area of cyber forensics and AI
embedded security applications. It is also useful for practitioners who
would like to adopt AIs to solve cyber security problems.


