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This is the first book dedicated to hands-on hardware security training.
It includes a number of modules to demonstrate attacks on hardware
devices and to assess the efficacy of the countermeasure techniques.
This book aims to provide a holistic hands-on training to upper-level
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undergraduate engineering students, graduate students, security
researchers, practitioners, and industry professionals, including design
engineers, security engineers, system architects, and chief security
officers. All the hands-on experiments presented in this book can be
implemented on readily available Field Programmable Gate Array (FPGA)
development boards making it easy for academic and industry
professionals to replicate the modules at low cost. This book enables
readers to gain experiences on side-channel attacks, fault-injection
attacks, optical probing attack, PUF, TRNGs, odometer, hardware Trojan
insertion and detection, logic locking insertion and assessment, and
more. Discusses attacks including side-channel, fault-injection, optical
probing, PUF, TRNGs, hardware Trojans and more Provides hands-on
experiments, with step-by-step description, for attacks and
countermeasure mechanisms Enables design of secure, reliable, and
trustworthy hardware, via hands-on experience.


