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"Multi-Factor Authentication (MFA) is spreading like wildfire across
digital environments. However, hundreds of millions of dollars have
been stolen from MFA-protected online accounts. How? Most people
who use multifactor authentication (MFA) have been told that it is far
less hackable than other types of authentication, or even that it is
unhackable. You might be shocked to learn that all MFA solutions are
actually easy to hack. That's right: there is no perfectly safe MFA
solution. In fact, most can be hacked at least five different ways.
Hacking Multifactor Authentication will show you how MFA works
behind the scenes and how poorly linked multi-step authentication
steps allows MFA to be hacked and compromised. This book covers
over two dozen ways that various MFA solutions can be hacked,
including the methods (and defenses) common to all MFA solutions.
You'll learn about the various types of MFA solutions, their strengthens
and weaknesses, and how to pick the best, most defensible MFA
solution for your (or your customers') needs. Finally, this book reveals a
simple method for quickly evaluating your existing MFA solutions. If
using or developing a secure MFA solution is important to you, you
need this book."


