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The growth of data-driven technologies, 5G, and the Internet place
enormous pressure on underlying information infrastructure. There
exist numerous proposals on how to deal with the possible capacity
crunch. However, the security of both optical and wireless networks
lags behind reliable and spectrally efficient transmission. Significant
achievements have been made recently in the quantum computing
arena. Because most conventional cryptography systems rely on
computational security, which guarantees the security against an
efficient eavesdropper for a limited time, with the advancement in
quantum computing this security can be compromised. To solve these
problems, various schemes providing perfect/unconditional security
have been proposed including physical-layer security (PLS), quantum
key distribution (QKD), and post-quantum cryptography. Unfortunately,
it is still not clear how to integrate those different proposals with

higher level cryptography schemes. So the purpose of the Special Issue
entitled “Physical-Layer Security, Quantum Key Distribution and Post-
quantum Cryptography” was to integrate these various approaches and
enable the next generation of cryptography systems whose security
cannot be broken by quantum computers. This book represents the
reprint of the papers accepted for publication in the Special Issue.



