
UNINA99105802075033211. Record Nr.

Titolo Cybersecurity and the Digital Health: An Investigation on the State of
the Art and the Position of the Actors

Pubbl/distr/stampa Basel, : MDPI - Multidisciplinary Digital Publishing Institute, 2022

Descrizione fisica 1 online resource (256 p.)

Soggetti Medical equipment and techniques

Lingua di pubblicazione Inglese

Formato

Livello bibliografico

Sommario/riassunto Cybercrime is increasingly exposing the health domain to growing risk.
The push towards a strong connection of citizens to health services,
through digitalization, has undisputed advantages. Digital health allows
remote care, the use of medical devices with a high mechatronic and IT
content with strong automation, and a large interconnection of hospital
networks with an increasingly effective exchange of data. However, all
this requires a great cybersecurity commitment-a commitment that
must start with scholars in research and then reach the stakeholders.
New devices and technological solutions are increasingly breaking into
healthcare, and are able to change the processes of interaction in the
health domain. This requires cybersecurity to become a vital part of
patient safety through changes in human behaviour, technology, and
processes, as part of a complete solution. All professionals involved in
cybersecurity in the health domain were invited to contribute with their
experiences. This book contains contributions from various experts
and different fields. Aspects of cybersecurity in healthcare relating to
technological advance and emerging risks were addressed. The new
boundaries of this field and the impact of COVID-19 on some sectors,
such as mhealth, have also been addressed. We dedicate the book to all
those with different roles involved in cybersecurity in the health
domain.
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