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Critical infrastructures are vital assets for public safety, economic
welfare, and the national security of countries. The vulnerabilities of
critical infrastructures have increased with the widespread use of
information technologies. As Critical National Infrastructures are
becoming more vulnerable to cyber-attacks, their protection becomes a
significant issue for organizations as well as nations. The risks to
continued operations, from failing to upgrade aging infrastructure or
not meeting mandated regulatory regimes, are considered highly
significant, given the demonstrable impact of such circumstances. Due
to the rapid increase of sophisticated cyber threats targeting critical
infrastructures with significant destructive effects, the cybersecurity of
critical infrastructures has become an agenda item for academics,
practitioners, and policy makers. A holistic view which covers technical,
policy, human, and behavioural aspects is essential to handle cyber
security of critical infrastructures effectively. Moreover, the ability to
attribute crimes to criminals is a vital element of avoiding impunity in
cyberspace. In this book, both research and practical aspects of cyber
security considerations in critical infrastructures are presented. Aligned
with the interdisciplinary nature of cyber security, authors from
academia, government, and industry have contributed 13 chapters. The
issues that are discussed and analysed include cybersecurity training,
maturity assessment frameworks, malware analysis techniques,
ransomware attacks, security solutions for industrial control systems,



and privacy preservation methods.



