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Security governance through principles and policies -- Personnel
security and risk management concepts -- Business continuity
planning -- Laws, regulations, and compliance -- Protecting security of
assets -- Cryptography and symmetric key algorithms -- PKI and
cryptographic applications -- Principles of security models, design and
capabilities -- Security vulnerabilities, threats, and countermeasures --
Physical security requirements -- Secure network architecture and
securing network components -- Secure communications and network
attacks -- Managing identity and authentication -- Controlling and
monitoring access -- Security assessment and testing -- Managing
security operations -- Preventing and responding to incidents --
Disaster recovery planning -- Investigations and ethics -- Software
development security -- Malicious code and application attacks --
Appendix A. Answers to review questions -- Appendix B. Answers to
written labs.

CISSP (ISC)2 Certified Information Systems Security Professional Official
Study Guide, 8th Edition has been completely updated for the latest

2018 CISSP Body of Knowledge. This bestselling Sybex study guide
covers 100% of all exam objectives. You'll prepare for the exam smarter
and faster with Sybex thanks to expert content, real-world examples,
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advice on passing each section of the exam, access to the Sybex online
interactive learning environment, and much more. Reinforce what
you've learned with key topic exam essentials and chapter review
questions -- Provided by the publisher.
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