1. Record Nr.

Autore
Titolo

Pubbl/distr/stampa

ISBN

Descrizione fisica
Collana

Altri autori (Persone)

Soggetti

Lingua di pubblicazione
Formato

Livello bibliografico

Nota di contenuto

UNINA9910506403603321
Politou Eugenia
Privacy and Data Protection Challenges in the Distributed Era

Cham : , : Springer International Publishing AG, , 2021
©2022

3-030-85443-4

1 online resource (195 pages)
Learning and Analytics in Intelligent Systems Ser. ; ; v.26

AlepisEfthimios
VirvouMaria
PatsakisConstantinos

Electronic books.

Inglese
Materiale a stampa
Monografia

Intro -- Series Editor's Foreword -- References -- Preface -- Contents
-- Acronyms -- 1 Introduction -- 1.1 Book Objectives -- 1.2 Book
Structure -- References -- 2 Privacy and Personal Data Protection --
2.1 Introduction -- 2.2 The Value of Personal Data -- 2.3 The Value of
Data Privacy -- 2.4 The Rights to Privacy and to Data Protection -- 2.5
Privacy in the Tax and Financial Domain -- References -- 3 The General
Data Protection Regulation -- 3.1 Introduction -- 3.2 Introduction to

the GDPR -- 3.3 The GDPR Data Protection Principles -- 3.4 Consent
and Revocation -- 3.4.1 Consent Misuses -- 3.4.2 Consent Under the
GDPR -- 3.4.3 Current Efforts for Revoking Consent -- 3.5 The Right to
be Forgotten -- 3.5.1 Forgetting and the Need to be Forgotten -- 3.5.2
About the CJEU Decision -- 3.5.3 The Right to be Forgotten Under the
GDPR -- References -- 4 The “Right to Be Forgotten" in the GDPR:
Implementation Challenges and Potential Solutions -- 4.1 Introduction
-- 4.2 Implementation Challenges -- 4.3 The Impact of the GDPR on
Backups and Archives -- 4.3.1 GDPR Provisions for Backups and
Archives -- 4.3.2 The Process of Backing up -- 4.3.3 IT Security
Standards for Backup Procedures -- 4.3.4 Impact Analysis of
Implementing the RtbF on Backups -- 4.4 Towards GDPR Compliance
-- References -- 5 State-of-the-Art Technological Developments --

5.1 Introduction -- 5.2 Mobile Ubiquitous Computing -- 5.2.1 Affective



Computing -- 5.2.2 Mobile Affective Computing and Ubiquitous
Sensing -- 5.3 Decentralized p2p Networks -- 5.3.1 Blockchain --

5.3.2 Decentralized Storage and File Sharing -- References -- 6 Privacy
in Ubiquitous Mobile Computing -- 6.1 Introduction -- 6.2 Privacy
Risks in Mobile Computing -- 6.2.1 Privacy and Big Data -- 6.2.2
Informed Consent -- 6.2.3 Risk of Re-ldentification -- 6.2.4 Risk of
Profiling.

6.2.5 The Risks of Tax and Financial Profiling -- 6.2.6 Towards
Accountable, Transparent and Fairer Profiling and Automated Decision
Making -- 6.3 Mitigating Privacy Risks Under the GDPR -- 6.3.1
Profiling and Automated Decision Making Under the GDPR -- 6.3.2
Implementation Challenges and Countermeasures -- 6.3.3 The Future
of Big Data Profiling Under the GDPR -- References -- 7 Privacy in
Blockchain -- 7.1 Introduction -- 7.2 Blockchain Privacy -- 7.3
Blockchain's Immutability and the “"Right to Be Forgotten” -- 7.4
Current Efforts for Balancing Immutability and the RtbF -- 7.4.1
Bypassing Blockchain's Immutability -- 7.4.2 Removing Blockchain's
Immutability -- 7.5 The Controversy -- References -- 8 Implementing
Content Erasure in IPFS -- 8.1 Introduction -- 8.2 Storing Off-Chain
Personal Data in the IPFS -- 8.3 Erasing Content in IPFS -- 8.4 The
Requirement for Total Content Erasure -- 8.5 Towards Aligning IPFS
with the RtbF -- 8.6 The Proposed Protocol -- 8.6.1 Assumptions and
Desiderata -- 8.6.2 Threat Model -- 8.6.3 IPFS Delegated Erasure
Protocol -- 8.6.4 Security Proof -- 8.6.5 Protocol Efficiency -- 8.6.6
Limitations and Countermeasures -- References -- 9 Privacy in the
COVID-19 Era -- 9.1 Introduction -- 9.2 Contact Tracing Apps -- 9.3
Immunity Passports -- 9.4 Privacy and Data Protection in the Pandemic
-- 9.5 Conclusions -- References -- 10 Open Questions and Future
Directions -- 10.1 Introduction -- 10.1.1 Forgetting Implementation
Standards -- 10.1.2 Big Data Analytics -- 10.1.3 Backups and Archives
--10.1.4 Blockchain -- 10.1.5 IPFS and Other Decentralized P2p File
Storage Systems -- References -- 11 Conclusions -- 11.1 Introduction
-- References.



2. Record Nr.
Titolo

Pubbl/distr/stampa

ISBN
Descrizione fisica

Disciplina
Soggetti

Lingua di pubblicazione
Formato
Livello bibliografico

UNISA996280559703316

IV 2015 : Information Visualisation Computer Graphics, Imaging and
Visualisation : proceedings : biomedical visualization, visualisation in
built and rural environments & geometric modelling and imaging : 22-
24 July 2015, Barcelona, Spain / / edited by Ebad Banissi [and nineteen
others] ; sponsored by Institute of Electrical and Electronics Engineers

Piscataway, New Jersey : , : Institute of Electrical and Electronics
Engineers, , 2015

1-4673-7568-3

1 online resource (xxix, 584 pages)

001.4226028566

Information visualization
Visualization - Data processing
Inglese

Materiale a stampa
Monografia



