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This book provides comprehensive coverage of state-of-the-art
integrated circuit authentication techniques, including technologies,
protocols and emerging applications. The authors first discuss
emerging solutions for embedding unforgeable identifies into
electronics devices, using techniques such as IC fingerprinting,
physically unclonable functions and voltage-over-scaling. Coverage
then turns to authentications protocols, with a special focus on
resource-constrained devices, first giving an overview of the limitation
of existing solutions and then presenting a number of new protocols,
which provide better physical security and lower energy dissipation.



The third part of the book focuses on emerging security applications
for authentication schemes, including securing hardware supply chains,
hardware-based device attestation and GPS spoofing attack detection
and survival. Provides deep insight into the security threats
undermining existing integrated circuit authentication techniques;
Includes an in-depth discussion of the emerging technologies used to
embed unforgeable identifies into electronics systems; Offers a
comprehensive summary of existing authentication protocols and their
limitations; Describes state-of-the-art authentication protocols that
provide better physical security and more efficient energy consumption;
Includes detailed case studies on the emerging applications of IC
authentication schemes.



