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This book outlines the development of safety and cybersecurity, threats
and activities in automotive vehicles. This book discusses the
automotive vehicle applications and technological aspects considering
its cybersecurity issues. Each chapter offers a suitable context for
understanding the complexities of the connectivity and cybersecurity of
intelligent and autonomous vehicles. A top-down strategy was adopted
to introduce the vehicles’ intelligent features and functionality. The
area of vehicle-to-everything (V2X) communications aims to exploit the
power of ubiquitous connectivity for the traffic safety and transport
efficiency. The chapters discuss in detail about the different levels of
autonomous vehicles, different types of cybersecurity issues, future
trends and challenges in autonomous vehicles. Security must be
thought as an important aspect during designing and implementation
of the autonomous vehicles to prevent from numerous security threats
and attacks. The book thus provides important information on the
cybersecurity challenges faced by the autonomous vehicles and it seeks
to address the mobility requirements of users, comfort, safety and
security. This book aims to provide an outline of most aspects of
cybersecurity in intelligent and autonomous vehicles. It is very helpful
for automotive engineers, graduate students and technological
administrators who want to know more about security technology as



well as to readers with a security background and experience who want
to know more about cybersecurity concerns in modern and future
automotive applications and cybersecurity. In particular, this book
helps people who need to make better decisions about automotive
security and safety approaches. Moreover, it is beneficial to people who
are involved in research and development in this exciting area. As seen
from the table of contents, automotive security covers a wide variety of
topics. In addition to being distributed through various technological
fields, automotive cybersecurity is a recent and rapidly moving field,
such that the selection of topics in this book is regarded as tentative
solutions rather than a final word on what exactly constitutes
automotive security. All of the authors have worked for many years in
the area of embedded security and for a few years in the field of
different aspects of automotive safety and security, both from a
research and industry point of view.



