
UNINA99104106526033211. Record Nr.

Titolo Information security governance simplified : from the boardroom to the
keyboard / / Todd Fitzgerald

Pubbl/distr/stampa Boca Raton [Fla.], : CRC Press, 2012
Boca Raton : , : CRC Press, , 2012

ISBN 9786613525499
9780367659226
0367659220
9781466551282
1466551283
9780429131905
0429131909
9781280121630
1280121637
9781439811658
1439811652

Descrizione fisica 1 online resource (617 p.)

Classificazione BUS073000COM032000COM053000

Disciplina 005.8

Soggetti Information networks - Security measures
Information resources management
Business intelligence
Information technology - Security measures

Lingua di pubblicazione Inglese

Formato

Edizione [1st edition]

Livello bibliografico

Note generali An Auerbach book.

Nota di bibliografia

Nota di contenuto

Includes bibliographical references and index.

Cover Page; Title Page; Copyright Page; Dedication; Contents;
Foreword; Acknowledgments; Introduction; About The Author; Chapter
1: Getting Information Security Right: Top to Bottom; Chapter 2:
Developing Information Security Strategy; Chapter 3: Defining the
Security Management Organization; Chapter 4: Interacting with the C-
Suite; Chapter 5: Managing Risk to an Acceptable Level; Chapter 6:
Creating Effective Information Security Policies; Chapter 7: Security
Compliance Using Control Frameworks; Chapter 8: Managerial Controls:

Autore Fitzgerald Todd

Materiale a stampa

Monografia



Sommario/riassunto

Practical Security Considerations
Chapter 9: Technical Controls: Practical Security ConsiderationsChapter
10: Operational Controls: Practical Security Considerations; Chapter 11:
The Auditors Have Arrived, Now What?; Chapter 12: Effective Security
Communications; Chapter 13: The Law and Information Security;
Chapter 14: Learning From Information Security Incidents; Chapter 15:
17 Ways To Dismantle Information Security Governance Efforts; Index
Security practitioners must be able to build cost-effective security
programs while also complying with government regulations.
Information Security Governance Simplified: From the Boardroom to the
Keyboard lays out these regulations in simple terms and explains how
to use control frameworks to build an air-tight information security (IS)
program and governance structure.Defining the leadership skills
required by IS officers, the book examines the pros and cons of
different reporting structures and highlights the various control
frameworks available. It details the functions of the security
department and considers the control areas, including physical,
network, application, business continuity/disaster recover, and identity
management. Todd Fitzgerald explains how to establish a solid
foundation for building your security program and shares time-tested
insights about what works and what doesn't when building an IS
program. Highlighting security considerations for managerial,
technical, and operational controls, it provides helpful tips for selling
your program to management. It also includes tools to help you create
a workable IS charter and your own IS policies. Based on proven
experience rather than theory, the book gives you the tools and real-
world insight needed to secure your information while ensuring
compliance with government regulations. --


