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This textbook covers security controls and management. It is for
courses in cyber security education that follow National Initiative for
Cybersecurity Education (NICE) work roles and framework that adopt
the Competency-Based Education (CBE) method. The book follows the
CBE general framework, meaning each chapter contains three sections,
knowledge and questions, and skills/labs for skills and abilities. The
author demonstrates knowledge and skills material in information
security, giving readers immediate applicable skills throughout the

text. The book is divided into several parts, including: Information
Assurance / Encryption; Information Systems Security Management;
Information Systems / Network Security; Information Technology



Management; IT Management; and IT Risk Management. Mirrors classes
set up by the National Initiative for Cybersecurity Education (NICE)
Adopts the Competency-Based Education (CBE) method of teaching,
used by universities, corporations, and in government training Provides
skill based instruction on information assurance, information systems,

IT management, criminal law, and more.



