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This book provides a comprehensive overview of the key concerns as
well as research challenges in designing secure and resilient Industrial
Control Systems (ICS). It will discuss today's state of the art security
architectures and couple it with near and long term research needs that
compare to the baseline. It will also establish all discussions to generic
reference architecture for ICS that reflects and protects high
consequence scenarios. Significant strides have been made in making
industrial control systems secure. However, increasing connectivity of
ICS systems with commodity IT devices and significant human
interaction of ICS systems during its operation regularly introduces
newer threats to these systems resulting in ICS security defenses



always playing catch-up. There is an emerging consensus that it is very
important for ICS missions to survive cyber-attacks as well as failures
and continue to maintain a certain level and quality of service. Such
resilient ICS design requires one to be proactive in understanding and
reasoning about evolving threats to ICS components, their potential
effects on the ICS mission’s survivability goals, and identify ways to
design secure resilient ICS systems. This book targets primarily
educators and researchers working in the area of ICS and Supervisory
Control And Data Acquisition (SCADA) systems security and resiliency.
Practitioners responsible for security deployment, management and
governance in ICS and SCADA systems would also find this book useful.
Graduate students will find this book to be a good starting point for
research in this area and a reference source.



