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This book presents a collection of automated methods that are useful
for different aspects of fault analysis in cryptography. The first part
focuses on automated analysis of symmetric cipher design
specifications, software implementations, and hardware circuits. The
second part provides automated deployment of countermeasures. The
third part provides automated evaluation of countermeasures against
fault attacks. Finally, the fourth part focuses on automating fault attack
experiments. The presented methods enable software developers,
circuit designers, and cryptographers to test and harden their products.
Offers a complete perspective on protecting block ciphers against fault
attacks – from analysis to deployment; Provides automated methods for
each stage, supported by evaluation and case studies; Describes
current fault analysis approaches, together with countermeasures;
Includes detailed description of prototypes for each automation method
that can be easily implemented and put into industrial applications.


