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Sommario/riassunto

Cyber-physical systems (CPS) are characterized as a combination of
physical (physical plant, process, network) and cyber (software,
algorithm, computation) components whose operations are monitored,
controlled, coordinated, and integrated by a computing and
communicating core. The interaction between both physical and cyber
components requires tools allowing analyzing and modeling both the
discrete and continuous dynamics. Therefore, many CPS can be
modeled as hybrid dynamic systems in order to take into account both
discrete and continuous behaviors as well as the interactions between
them. Guaranteeing the security and safety of CPS is a challenging task
because of the inherent interconnected and heterogeneous
combination of behaviors (cyber/physical, discrete/continuous) in these
systems. This book presents recent and advanced approaches and
tech-niques that address the complex problem of analyzing the
diagnosability property of cyber physical systems and ensuring their
security and safety against faults and attacks. The CPS are modeled as
hybrid dynamic systems using different model-based and data-driven
approaches in different application domains (electric transmission
networks, wireless communication networks, intrusions in industrial
control systems, intrusions in production systems, wind farms etc.).
These approaches handles the problem of ensuring the security of CPS
in presence of attacks and verifying their diagnosability in presence of
different kinds of uncertainty (uncertainty related to the event
occurrences, to their order of occurrence, to their value etc.).
Synthesizes the state of the art in the domain of ensuring the security
of cyber physical systems in presence of attacks and verifying their
diagnosability in presence of different kinds of uncertainty; Studies the
complementarities and the links between the different methods and
techniques of fault diagnosis of hybrid dynamic systems; Includes the
required notions, definitions and background to understand the
problem of fault diagnosis of hybrid dynamic systems and how to solve
it; Uses multiple examples in order to facilitate the understanding of
the presented methods.



