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Welcome to ECDL 2003 and to these conference proceedings, featuring
all the papers presented at the 7th European Conference on Research
and Advanced Technology for Digital Libraries. Following Pisa (1997),
Heraklion (1998), Paris (1999), Lisbon (2000), Da- stadt (2001) and
Rome (2002), ECDL 2003 in Trondheim reaches some of the
northernmost shores of the continent. Being the seventh in an annual
series of conferences represents, for better and for worse, a
considerable tradition in the fast changing world of digit- library-
related research and development. It is still a di?cult and slow job to
change traditional forms and formats of communication at – and



related to – scienti?c conferences, and also to change participants’
expectations. Yet each new conference builds upon the topics and
communities involved in previous events and inherits the commitment
to quality established by its predecessors. Each year, ECDL has to live
up to its role of being “the major European forum focusing on digital
libraries and associated technical, practical, and social issues,”
bringingdiversedisciplinesandapplicationcommunitiestogether.There
arestillchallengesinthisrespectaheadofus,
butthequalityandrangeofpapers and other contributions, combined with
opportunities for debate, should ensure that ECDL 2003 sets high
standards for the future.
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This book investigates tradeoff between security and usability in
designing leakage resilient password systems (LRP) and introduces two
practical LRP systems named Cover Pad and ShadowKey. It
demonstrates that existing LRP systems are subject to both brute force
attacks and statistical attacks and that these attacks cannot be
effectively mitigated without sacrificing the usability of LRP systems.
Quantitative analysis proves that a secure LRP system in practical
settings imposes a considerable amount of cognitive workload unless
certain secure channels are involved. The book introduces a secure and
practical LRP system, named Cover Pad, for password entry on touch-
screen mobile devices. Cover Pad leverages a temporary secure channel
between a user and a touch screen which can be easily realized by
placing a hand shielding gesture on the touch screen. The temporary
secure channel is used to deliver a hidden message to the user for
transforming each password symbol before entering it on the touch
screen. A user study shows the impact of these testing conditions on
the users' performance in practice. Finally, this book introduces a new
LRP system named ShadowKey. Shadow Key is designed to achieve
better usability for leakage resilient password entry. It leverages either
a permanent secure channel, which naturally exists between a user and
the display unit of certain mobile devices, or a temporary secure
channel, which can be easily realized between a user and a touch
screen with a hand-shielding gesture. The secure channel protects the
mappings between original password symbols and associated random
symbols. Unlike previous LRP system users, Shadow Key users do not
need to remember anything except their passwords. Leakage Resilient
Password Systems is designed for professionals working in the security
industry. Advanced-level students studying computer science and
electrical engineering will find this brief full of useful material.


