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"There is increasing concern that Air Force systems containing
information technology are vulnerable to intelligence exploitation and
offensive attack through cyberspace. In this report, the authors analyze
how the Air Force acquisition/life-cycle management community can
improve cybersecurity throughout the life cycle of its military systems.
The focus is primarily on the subset of procured systems for which the
Air Force has some control over design, architectures, protocols, and
interfaces (e.g., weapon systems, platform information technology), as
opposed to commercial, off-the-shelf information technology and
business systems. The main themes in the authors' findings are that
cybersecurity laws and policies were created to manage commercial,
off-the-shelf information technology and business systems and do not
adequately address the challenges of securing military systems. Nor do
they adequately capture the impact to operational missions.
Cybersecurity is mainly added on to systems, not designed in. The
authors recommend 12 steps that the Air Force can take to improve the
cybersecurity of its military systems throughout their life cycles"--
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