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System-on-a-Chip Security -- In-situ Extraction of Randomness from
Computer Architecture through Hardware Performance Counters --
Optimized Threshold Implementations: Securing Cryptographic
Accelerators for Low-Latency and Low-Energy Applications -- Breaking
the Lightweight Secure PUF: Understanding the Relation of Input
Transformations and Machine Learning Resistance -- Post-Quantum
Cryptography -- Improving Speed of Dilithium's Signing Procedure --
An efficient and provable masked implementation of gtesla -- Side-
Channel Analysis -- Side-channel attacks on blinded scalar



multiplications revisited -- Remote Side-Channel Attacks on
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Based Disassembling -- CCCiCC: A Cross-core Cache-independent
Covert Channel on AMD Family 15h CPUs -- Design Considerations for
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Sommario/riassunto This book constitutes the thoroughly refereed post-conference
proceedings of the 18th International Conference on Smart Card
Research and Advanced Applications, CARDIS 2019, held in Prague,
Czech Republic, in November 2019. The 15 revised full papers
presented in this book were carefully reviewed and selected from 31
submissions. The papers are organized in the following topical
sections: system-on-a-chip security; post-quantum cryptography;
side-channel analysis; microarchitectural attacks; cryptographic
primitives; advances in side-channel analysis. CARDIS has provided a
space for security experts from industry and academia to exchange on
security of smart cards and related applications.



